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Authenticity sensing. 

© A method for determining whether a test sheet, such as 
a banknote, is a genuine reproduction of a reference sheet 
having a magnetic characteristic such as being printed with a 
ferromagnetic ink. The method comprises sensing for a 

ZS« i^f' SUCh 85 3 ma 9 ne,ic fi eW. with a suitable 
detector (14) from a plurality of areas (A-D) of the test sheet. 
The sensed magnetic effects are compared from two diffe- 
rent groups (B D) of one or more of the areas; and the test 
sheet is classified as unacceptable if the relationship be- 
tween the magnetic effects of the compared groups is not 
within limits previously determined as acceptable for the 
relationship between the magnetic effects of the same pair of 
groups of areas of the reference sheet 
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DE LA RUE SYSTEMS LIMITED 

lED 52/2391/02 
AUTHENTIC TTY SFNcrNf, 

The invention relates to methods and apparatus for 
determining whether a test R h«« + • 

d oc Ume c ::rrna tzz:::- for exampie son,e securit * 

with a f„™ bankn °t^. are printed at least partially 

10 counterfeiting Bhen COnC " ned 

anttat . ./ 9- When such ^eets are tested for 

:: . h - «- — 

e sneet to determine a total value related to 

» determined ..tLT ,,3" If £1"^. ' <~ * 

not fall determined value does 

not fall within upper and lower thresholds centred on the 

luthenT " ' " 16 aSS ™ ed tH " thS ^ *■ n°t 

"lult t", eXamPle ° f thlS '*» of -thod is 

illustrated in US-A-3 , 509 , 535 . 

?0 One of the problems with the known methods is that 

poor ouality genuine sheets authentic reproduction 



01 a reference sheet) ^-i-v, * 

' ' which for example have been 

::a»:itT 0 rf lon9 use exhiMt a 

quantity of ferromagnetic ink than a new sheet. The 
» previously known method could only deal with this by 
setting relatively wide thresholds about the reference 
value. This, however, leads to a higher probability th" 
counterfeit sheets could be authenticated! 
30 • I" aCcordance one aspect of the present 

30 invention, a method of determining whether a test Z et 
« a genuine reproduction of a reference sheet having a 
magnetic characterise comprises sensing for a magnetic 
effect from a plurality of areas of the test sheet- 
comparing the magnetic effects sensed from two dif e^ 
35 groups of one or more of the areas, and classifying 
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test sheet as unacceptable if the relationship between 
the magnetic effects of the compared groups is not within 
limits previously determined as acceptable for the 
relationship between the magnetic effects of the same 
5 pair of groups of areas of the reference sheet. 

The invention differs from the prior methods in that 
instead of setting an absolute threshold against which 
each test sheet is compared, the relationship between two 
different groups of one or more of the areas is 

10 determined for the test sheet and a reference sheet and 
then this relationship is compared. If it is assumed 
that the degree of change in quality of a sheet will be 
substantially uniform over the entire sheet then the 
invention leads to a significant improvement over the 

15 prior method by eliminating the affect of decrease in ink 
quantity. 

The magnetic effect typically comprises a magnetic 
field whose strength is sensed. 

Typically, the method includes a preliminary step of 
20 activating a magnetic material in or on the sheet to be 
tested. In general, the magnetic effect will not exist 
permanently in the sheet as for example is the case where 
the magnetic characteristic is constituted by a 
ferromagnetic ink with which the sheet is at least partly 
25 printed. It is therefore necessary to activate the 
magnetic effect which, in the case of ferromagnetic inks, 
may comprise exposing the sheet to a magnetic field. 

Conveniently, the sensing step comprises generating 
a value indicating the presence of a magnetic effect only 
30 if the magnetic effect exceeds a threshold. This enables 
the magnetic effect to be digitally encoded. 

Preferably, the magnetic effect due to an area is 
determined by sensing for the magnetic effect in a 
plurality of subsidiary areas. Where the magnetic effect 
35 is digitally coded, the total magnetic effect fcr an area 
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then be determined by summing the number of 
subsidiary areas where a magnetic effect exceeding the 
threshold was sensed. 

In one example, one of the groups may comprise a 
5 single area while the other comprises at least two areas 
including the one area forming the one group. For 
example, in certain banknotes such as a US one dollar 
bill there is a seal area printed with ferromagnetic ink. 
In addition, there are other areas printed with 
10 ferromagnetic ink and in this particular example a 
centrally positioned, elongate portion extending along 
the length of the dollar bill is examined and then 
comparison made between the strength of the magnetic 
effect in the seal area and the strength of the magnetic 
15 effect of the scanned portion. Thus, if a low level 
magnetic effect is detected in the seal area, it would be 
expected that a correspondingly low level would be 
detected for the entire portion. 

In another example, each group may comprise a 
20 single, different area. For example, in the US dollar 
bill application mentioned above, there are, in fact, two 
seal areas one of which is printed with ferromagnetic ink 
at high density and the other which is not printed with 
ferromagnetic ink. It is therefore to be expected that a 
25 difference will be detectable between the two seal areas. 
If, however, they both result in a high or low magnetic 
effect then it is likely that the sheet under test is not 
genuine. 

One particularly convenient method comprises sensing 
30 magnetic effects from two pairs of different groups of 
one or more of the areas, determining the relationship 
between the magnetic effects of the groups of each pair; 
and classifying the test sheet as unacceptable if one or 
both the determined relationships is not within limits 
3 5 previously determined as acceptable for each of the 
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relationships between the magnetic effects of the same 
pairs of groups of areas of the reference sheet. 
Clearly, this can be extended to as many pairs of groups 
as required. 

It should be understood that the areas referred to 
may not be physically spaced apart on the sheet but can 
be continuous, the boundaries between areas being 
determined prior to carrying the method out. In fact, 
these areas will normally be different for each type of 
sheet to be tested. 

in accordance with a second aspect of the present 
invention, apparatus for determining whether a test sheet 
is a genuine reproduction of a reference sheet having a 
magnetic characteristic comprises a magnetic effect 
detector; comparison means for comparing the magnetic 
effects sensed by the sensor from two different groups of 
one or more areas of the test sheet and for determining a 
relationship therebetween; a store for storing data 
representing acceptable relationships between the 
magnetic effects of the two corresponding groups of one 
or more areas of the reference sheet; and authenticating 
means for classifying the test sheet as unacceptable if 
the relationship between the magnetic effects of the 
compared groups is not within limits previously 
determined as acceptable for the relationship between the 
magnetic effects of the same pair of groups of areas of 
the reference sheet. 

Conveniently, the comparison means and the 
authenticating means are provided by a suitably 
30 programmed microcomputer. 

The apparatus may form part of sheet sorting 
apparatus such as banknote sorting apparatus which 
responds to the result of the classifying step by 
diverting the test sheet in one of two directions 
3 5 according to whether the sheet is classified as 
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acceptable or unacceptable. An example of a suitable 
sorting apparatus is the De La Rue Systems 3400 banknote 
sorter. 

In order that the invention may be better 
5 understood, an embodiment of a preferred method and 
apparatus will now be described with reference to the 
accompanying drawings, in which :- 

Figure 1 illustrates schematically a US one dollar 

bill; 

10 Figure 2 is a side elevation of part of banknote 

sorting apparatus; 

Figure 3 is a block diagram of the processing 
circuitry for authenticating test banknotes, with the 
signals at each point in the circuit being illustrated 

15 graphically; and, 

Figure 4 is a block diagram of the apparatus for 
controlling the diverter of Figure 2. 

Figure 1 illustrates the typical form of a US one 
dollar bill. Various parts of this banknote are printed 
with a ferromagnetic ink. These parts include border 
areas 1 of the note, an area 2 including a representation 
of the President's head, and a word "ONE" in an area 3. 
A seal area 4 is printed with predominantly non-ferro 
magnetic ink. The purpose of the invention is to scan an 
25 area of the banknote defined between boundary lines 5, 6. 
This portion of the note includes both the areas 3, 4 and 
a large proportion of the President's head area 2. One 
of the properties of genuine banknotes is that the ratio 
between the density of ferromagnetic ink in the areas 3, 
30 4 is substantially constant. In addition, the ratio 
between the quantity of ferromagnetic ink in the area 3 
and the total quantity sensed between the boundary lines 
5, 6 should be substantially constant. That is to say, 
if the quantity of ferromagnetic ink in the area 3 is 
35 low, rt would be expected that the total quantity between 
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the boundary lines 5, 6 will also be low. This would be 
due to the effect of use. 

Figure 2 illustrates an example of apparatus for 
feeding a banknote past a magnetic field detector. The 
5 apparatus includes a pair of transport belts 7, 8 
entrained about rollers 9,10 and a drive roller 11- The 
drive roller 11 is driven by a motor (not shown) . The 
transport belts 7,8 define a first flow path 12 for 
carrying single banknotes 50 from an input station 13 to 

10 a magnetic detector 14. Sheets are fed without stopping 
through the detector 14 into a second flow path 12' 
defined by the belt 7 and a belt 8 f entrained around 
rollers 10' and shown in Figure 2. The second flow path 
12' leads to a diverter 51 which diverts the sheets in 

15 one of two directions 52, 5 3 towards a store or output 
position (not shown) in conjunction with belts 8 1 , 58 or 
a dump 54 along a path defined by belts 7, 5 9 depending 
upon the results of the authenticity tests to be 
described below. 

20 A permanent magnet 15 is mounted adjacent the first 

flow path 12 at a distance of between 1 and 2 nun from the 
flow path. As a banknote 50 passes the permanent magnet 
15, the ferromagnetic ink on the banknote is magnetised 
by the magnet. The magnetised banknote is then carried 

25 between the moving belts 7, 8 along the flow path 12 to 
the detector 14 and between a pair of spaced, guide "0" 
rings 17. Initially the leading end of the note is 
pushed between the "O" rings by movement of the belts 7, 
8 until it passes into the flow path 12' whereupon the 

30 remainder of the note 13 is carried past tht; detector 14 
into the flow path 12 1 due to movement of the belts 7, 
8' . 

The magnetic detector 14 includes a magnetic head 
18A including a coil 18B (Figure 3) connected in a tuned 

35 
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circuit 19. The coil 18B is arranged to be about 2 
from the note path through the detector 14 . 

The output signal from the tuned circuit 19 is fed 
to a preamplifier and second order band pass filter 20 
which provides an output signal having a voltage which 
varies in accordance with the strength of the detected 
magnetic field. This output signal is shown in Figure 3 
and it will be seen comprises an initial highly varying 
portion 21 corresponding to the passage of a leading part 
of the border 1 of the note followed by portions 22 , 23 
corresponding to the President's head area 2 and the area 
3. Since this is a genuine banknote, no response is 
obtained from the seal area 4. 

The analogue output signal from the preamplifier 20 
15 is fed to a second amplifier and bandpass filter 24 which 
smooths the signal and removes noise, and the output 
signal from this amplifier 24 is fed to a rectifier 25. 
The rectified signal is compared with a predetermined 
threshold (constituting a minimum level below which it is 
20 assumed no magnetic field is sensed) by circuit 26 to 
produce a digital signal which is modified by a 2 
millisecond pulse stretching circuit 27. The threshold 
may be, for example, 250mV above background noise of a 
non-magnetic banknote. This finally digitised signal is 
25 fed in parallel to a processing microcomputer 28 and a 
window generation circuit 29. 

The purpose of the window generation circuit 29 is 
to synchronise the incoming signal with the spatial 
positions on the banknote. This is achieved by setting 
the leading edge of the first window at the point when a 
magnetic effect is first detected. 

The elements 19, 20, 24-27 may be provided on a 
single processing board 55 (Figure 4) and the elements 
28, 29 on another board. 
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The windows are preset to correspond to defined 
areas of the banknote within which the strength of the 
magnetic field is to be determined. In the example shown 
in Figure 1, these windows are labelled A-D and cover the 
leading portion of the border 1, the seal area 4, the 
President's head area 2, and the area 3 respectively. 
These windows, correspond to 6, 6, 9, and 6 sampling 
periods of the magnetic head 18A respectively. The six 
sampling periods 60 defining window A are shown in Figure 
1. The size of the portion of the note sensed by the 
head 18A in a sampling period depends upon the speed of 
movement of the banknote past the head and the response 
time of the head. 

Each window A-D is separated by one or two sampling 
periods as indicated in Figure 1. 

The presence of a magnetic field having a strength 
exceeding the threshold is determined for each sampling 
period. The microcomputer 28 then carries out the 
following authentication steps. 

Firstly, the total number of sampling periods in 
which a magnetic field is sensed is determined by the 
microcomputer. This total number is then compared by 
the microcomputer with the total number of sampling 
periods constituting the four windows (in this example 
27) and if the number of periods in which a magnetic 
field was sensed is less than a predetermined proportion 
(eg. 30%) of the total number of sampling periods, the 
banknote is classed as counterfeit. In that event, the 
microcomputer 28 will generate a suitable control signal 
to actuate a rotenoid (or rotary solenoid) 56 to cause 
rotation of a drive shaft 57 attached to the diverter 51 
in the direction appropriate to cause the note to be fed 
to the dump 54. The control signal generated by the 
microcomputer 28 will either be a binary w l" indicating 
"counterfeit" or a binary n 0" indicating "authentic". 
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If the note passes thli first tes 
microcomputer then compares the -, tal magnetic field 
determined in the window D (includi,, the area 3) wit „ 
the total magnetic field determined in the „ indow B 

(including the seal area These totals are e qual to 

the number of sampiing periods in respective windows in 
which a magnetic field exceeding the threshold is sensed 

hit T \ ^ 1S eXplai " ed ab °-' " is to be expected 

I":: the " ind °" B " A " "-P1- of a decision table 
used by the microcomputer is shown in Table 1 below In 
this table a "0- signifies an acceptable relationship 
whereas a "1" indicates an unacceptable relationship 
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TABLE 1 

Window B 

100% <— - ; > Q% 

No of sampling periods in which 
magnetic field is sensed 



20 
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0 ' 
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25 


0 


0 
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1 
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1 
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0 
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1 
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30 


1 
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0 
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0% 
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j 
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2 
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0 


3 




Window 


0 


0 


4 






0 


0 


5 


\ 




0 


0 


6 


100% 



This table has a symmetrical form since it is not 
^ known in advance in which way the note will be fed. 
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It will be seen that if both windows B, D exhibit a 
significant magnetic effect then the note will be 
rejected since this will mean that, the seal area 4 is not 
non-ferromagnetic. 
5 Once again, if this test fails then the sheet is 

immediately rejected as counterfeit and diverted to the 
dump 54. 

Finally, a third comparison is made between the 
total magnetic field strength determined for the four 

10 windows A— D and the window D. This is for the purpose of 
rejecting banknotes in which a general level of magnetism 
over the scanned portion is not reflected by the area 3. 
An example of a decision table for use by the 
microprocessor 28 in this test is illustrated in Table 2 

15 below. 

TABLE 2 

Window D 

100% < * 0% 

No of sampling periods in which 

20 magnetic field is sensed 

6 5 4 3 2 1 0 
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30 
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0 


1 






1 


1 


1 


0 


0 


0 


0 


2 






1 


1 


1 


0 


0 


0 


0 


3 




Total 


1 


0 


0 


0 


0 


0 


1 


4 




Magnetism 


0 


0 


0 


0 


0 


0 


1 


5 




(A+B+C+D) 


0 
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0 
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0 


1 


1 


9 
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10 
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In this table it is assumed that a maximum c r ten 
sampling periods will exhibit a magnetic field exceeding 
the threshold. 

Thus if window D exhibits a high or low magnetic 
5 effect, this is acceptable if the overall magnetic effect 
is also high or low respectively. 

If this test proves the note to be counterfeit it 
will be diverted to the dump 54, Otherwise, the diverter 
51 will be set to allow the note to pass to a store or to 
10 a further test system. 

The decision tables illustrated will typically be 
constituted by look-up tables (LUTs) whose content will 
be determined empirically by passing known or reference 
authentic sheets. 
15 Other banknotes may have magnetic areas along more 

than one elongate line. In this case the detector 14 may 
have two heads 18A spaced transversely of the note path 
and in alignment with the elongate lines of the note. 
The same tests will be carried out on each line and the 
20 note only authenticated if both sets of tests are 
satisfactory. If changes in the performance are 
required, this can then be arranged simply by changing 
the matrix coordinates. 

25 
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CLAIMS 

1 . A method of determining whether a test sheet is a 
genuine reproduction of a reference sheet having a 
magnetic characteristic , the method comprising sensing 
5 for a magnetic effect from a plurality of areas (2-4} of 
the test sheet; comparing the magnetic effects sensed 
from two different groups of one or more of the areas; 
and classifying the test sheet as unacceptable if the 
relationship between the magnetic effects of the compared 
10 groups is not within limits previously determined as 
acceptable for the relationship between the magnetic 
effects of the same pair of groups of areas of the 
reference sheet. 

2. A method according to claim 1, further including a 
15 preliminary step of activating a magnetic material in or 

on the sheet to be tested. 

3. A method according to claim 1 or claim 2, wherein 
the sensing step comprises generating a value indicating 
the presence of a magnetic field only if the magnetic 

20 effect exceeds a threshold. 

4. A method according to any of the preceding claims, 
wherein the magnetic effect due to an area is determined 
by sensing for the magnetic effect in a plurality of 
subsidiary areas (60) . 

2 5 5. A method according to claim 4, when dependent on 
claim 3, wherein the total magnetic effect for an area is 
determined by summing the number of subsidiary areas (60) 
where a magnetic effect exceeding the threshold is 
sensed. 

30 6. A method according to any of the preceding claims, 
wherein one of the groups comprises a single area (3) 
while the other comprises at least two areas (2-4) 
including the one area forming the one group. 
7. A method according to any of claims 1 to 5 , wherein 

35 each group comprises a single, different area (3, 4). 
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8. A method according to any of the preceding claims, 
comprising sensing magnetic effects from two pairs of 
different groups of one or more of the areas, determining 
the relationship between the magnetic effects of the 

5 groups of each pair; and classifying the test sheet as 
unacceptable if one or both the determined relationships 
is not within limits previously determined as acceptable 
for each of the relationships between the magnetic 
effects of the same pairs of groups of areas of the 
10 reference sheet. 

9. A method according to any one of the preceding 
claims, wherein the ratio of the magnetic effects of the 
or each pair of groups is compared with a predetermined 
threshold. 

15 10. A method of determining whether a test sheet is a 
genuine reproduction of a reference sheet having a 
magnetic characteristic, the method comprising 

(a) sensing for a magnetic effect from a plurality 
of areas (2-4) of the test sheet; determining the ratio 

20 between the number of areas in which a magnetic effect is 
sensed and the total number of the plurality of areas; 
and classifying the sheet as unacceptable if the 
determined ratio is not within limits previously 
determined as acceptable for the corresponding ratio for 

2 5 the reference sheet; 

(b) if the sheet is not rejected in step a, 
comparing the magnetic effects sensed from two different 
groups of one or more of the areas; and classifying the 
sheet as unacceptable if the relationship between the 

30 magnetic effects of the compared groups is not within 
limits previously determined as acceptable for the 
relationship between the magnetic effects of the same 
pair of groups of areas of the reference sheet; 

(c) repeating step b one or more times, if 
3 5 required; 
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and classifying the sheet as acceptable only if it 
has not been classified as unacceptable in any of the 
. steps a-c. 

11. A method of sorting banknotes, the method comprising 
5 feeding the banknotes in series along a feed path (12 , 

1 1 ) ; activating a magnetic material in or on the 
banknote; carrying out a method according to any of the 
preceding claims; and causing the banknote to be fed 
towards a dump (54) if the note has been classified as 
10 unacceptable. 

12. Apparatus for determining whether a test sheet is a 
genuine reproduction of a reference sheet having a 
magnetic characteristic, the apparatus comprising a 
magnetic effect detector (14) ; comparison means (28) for 

15 comparing the magnetic effects sensed by the sensor from 
two different groups of one or more areas (2-4) of the 
test sheet and for determining a relationship 
therebetween; a store for storing data representing 
acceptable relationships between the magnetic effects of 

20 the two corresponding groups of one or more areas of the 
reference sheet; and authenticating means (28) for 
classifying the test sheet as unacceptable if the 
relationship between the magnetic effects of the compared 
groups is not within limits previously determined as 

25 acceptable for the relationship between the magnetic 
effects of the same pair of groups of areas of the 
reference sheet. 

13. Apparatus according to claim 12, wherein the 
comparison means and the authenticating means are 

30 provided by a suitably programmed microcomputer (28) . 

14. Banknote sorting apparatus comprising apparatus 
according to claim 12 or claim 13; and diverting means 
(51) responsive to a control signal generated by the 
authenticating means (28) according to whether or not the 

35 



is 0204574 

banknote is classified as unacceptable to divert the 
banknote in one of two directions (42, 53). 
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Fig. 3. 
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© Authenticity sensing. 



© A method for determining whether a test sheet, such as a 
banknote, is a genuine reproduction of a reference sheet hav- 
ing a magnetic characteristic such as being printed with a 
ferromagnetic ink. The method comprises sensing for a mag- 
netic effect, such as a magnetic field, with a suitable detector 
(14) from a plurality of areas (A-D) of the test sheet The 
sensed magnetic effects are compared from two different 
groups (B, D) of one or more of the areas; and the test sheet is 
classified as unacceptable if the relationship between the 
magnetic effects of the compared groups is not within limits 
previously determined as acceptable for the relationship be- 
tween the magnetic effects of the same pair of groups of 
areas of the reference sheet. 
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